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Reading guide

These notes contain an amount of background material that does not have to be thoroughly digested, although it is useful nonetheless.  This relates mainly to the description of The Unix Operating System on page 5.

Furthermore, the diagrams under Windows95 on page 4 are to convey a “feel” for the architecture only – again, they need not be studied in detail.

The Nature of Operating Systems

Computer Operating Systems

An operating system can be defined at two levels – from the user’s point of view and from the system designer’s point of view.  A common confusion is between the user interface and the underlying system.  The user interface is normally provided by a command interpreter (e.g. COMMAND.COM in MS-DOS, the shell in Unix, the “desktop” in 95/98/NT).  It is possible to fool the user to a certain extent – e.g. by providing a Unix-like shell under MS-DOS – although as soon as she attempted to perform a background task, she would spot the difference.  The real essence of an operating system in the set of services it provides to programmers and system implementors.  There are a number of key issues:

· Memory management

· Filestore management

· Process Management

Single Tasking Operating Systems

A single-tasking operating system allows for only one task at a time to run – although more than one program may be loaded into memory at any given time.  MS-DOS is the most widely used single-tasking operating system; its limitations arise partly from this, and partly from the fact that it is tied into the design of the Intel 8088 chip (even if running on a Pentium!).

Multi-Tasking Operating Systems

A multi-tasking is able to run several active processes “simultaneously” – in practice, context switching takes place
.  MS-DOS may appear to be multi-tasking, but in reality, a number of tricks are used to make this possible.  Two essential components of true multi-tasking are:

· Memory management – this ensures that different tasks are completely protected from each other, so that if one task misbehaves it cannot invade the memory space of another.

· Pre-emption – this means that the operating system is in control of the context switching (it can pre-empt a task) rather than relying on the co-operation of individual tasks; see Scheduling below.

Multi-threading

Multi-threading is a form of multi-tasking within a given process; thus for example a spreadsheet can recalculate after a user has changed a value in a cell (thread one) while still allowing the user to change other cells (thread two).

Scheduling

Scheduling may be pre-emptive or non pre-emptive.  In pre-emptive multitasking, the kernel may interrupt one process to schedule another with higher priority.  Windows 3.1 and Unix
 are non pre-emptive.  Windows NT and OS/2 are pre‑emptive.

Multi-User Operating Systems

A multi-user operating system supports the concept of a user login and multiple user spaces, where each user has the illusion that she has complete control over the system.  Examples are VAX VMS and Unix.  The hey-day of the multi-user system has passed, although the best of them – e.g. Unix – are adapting to the new “world” of the workstation.

Process Management
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The Unix model

A process is an executing program, together with all contextual information - program counter, machine registers, etc.

A multi-tasking operating system must maintain a number of processes, at different levels of security and protection, running on a single machine.

Only the kernel may access the hardware directly; all other processes (including those in the "inner shell", communicate by means of "systems calls".  So is the underlying hardware separated from the software.

Each process is restricted to its own memory space.  One process which crashes can (should) not affect other processes or the kernel.

Note that the although this diagram relates to Unix, the same basic design applies to WindowsNT (although not 95/98).

Network Operating Systems

Evolution of Networks

Networks have evolved through a number of distinct phases, governed by economics, technical feasibility, the needs of users and the need to keep things “understandable”
.

Resource sharing

The first imperative was the need to share printers and hard disks
 – in the latter case without necessarily sharing the information contained on them.

Network applications

A network also, in the early days, allowed access to remote resources (e.g. through FTP or Telnet) without changing the way the computer was used locally.

Networked applications – integration with local O/S

The next phase was to integrate the network with the local operating system, so that access to network resources was available to “local”.

Management rationale

The management rationale states that it is easier to control networked (central) resources than local ones – e.g. just one machine has to be backed up, installation of new software is easier, and so on.  Also, it is easier in, say, an office for a worker to move to a different machine if all her files are stored centrally.

Data sharing rationale

The other rationale is that of a central database, in which it is the information that is shared rather than simply convenience of access.

Application servers, distributed processing

The most modern networked systems make distributed processing possible.  The possibilities here are almost endless.  Two current developments may be mentioned:

Client-server databases

A client-server database is one in which the server understands database requests directly rather than simply making the file storage available.  There are many advantages to such a scheme:

· Robustness – only the server has direct access to the database, rather than an open-ended number of perhaps hastily-written applications in the case of direct file access.

· Security – it is easier to control who has access.

· Efficiency – a central server can perform local filtering, thus passing only the required database records to an application, rather than a whole database table which would be required if the application had to make the selection.

File server and application server

[image: image4.png]Network
(online service)

Internet

Internet
access provider

Remote
computer <
Mail servers,

Microsoft Mail

Windows 95
computer



One way of showing the difference between a file-server and an application (in this case database) server is to consider the progress of an SQL query in the two cases.

File server

User
Client
Server

Types:

Select from Patient where weight > 200
Interprets and executes query, matching each database record against the criterion
Returns each record in the database to the client for matching against query.

Application server

User
Client
Server

Types:

Select from Patient where weight > 200
Passes query direct to server.  Receives matching records only from server.
Interprets and executes query; returns matching records only to client.

Peer-to-Peer and Dedicated Server

A peer-to-peer network (e.g. Windows 95/98/NT Workstation) allows a machine to act both as a workstation and as a server.  A dedicated server network (Novell, NT Server) on the other hand has a one or more machines – servers – with the sole responsibility of making files available to users.

Dedicated servers were most valuable in the hey-day of MS-DOS (which is far less robust and reliable than Windows95/98 or WindowsNT
).  Nowadays, apart from the question of scale (Novell has the art of 1,000+ user networks developed to a fine art), peer-to-peer networking using WindowsNT is regarded as an equally acceptable solution – with the prime advantage that it can also act as an application server without specially written software (Novell requires any such software to be written in the form of NLM
s).  Note that a large network would still use dedicated servers, both from an efficiency and a robustness/security point of view.

Server
Peer-to-peer

An extra (expensive) machine is tied up as a server
No extra machine required

Server machine optimised to run efficiently as a server
Has to serve two different, sometimes conflicting, purposes.

Uses a multi-tasking operating system (often based on Unix, OS/2 or Windows NT)
Uses DOS, which is not suited to multi-tasking

Complex management, but resources under central control, which aids backups and other administrative tasks
Simple management, but nobody knows who has done what.  Backup can be a nightmare

Expensive
Cheap

Windows95/98

Windows95 (and its successor Windows98) is a modern operating which includes networking at a fundamental level.  The model of use is as shown opposite.  Windows95/98 comes with the basic networking components and application-level modules to make this possible.
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Windows95/98 Basic Architecture

Windows95/98 basic architecture is as shown here.  It is a multi-layered operating system, in which the various components exist, normally as separate tasks within the overall multi-tasking architecture.

Windows95/98 Networking
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This diagram shows Windows95/98 with multiple protocol stacks.  In this case, the machine is linked both to a Microsoft network through SMB and a Novell network.

It is connected to a server which also runs multiple protocol stacks.

Note that in each case there is only a single adaptor, and therefor Level 1/2 software.

Windows NT/95/98 networking

Windows NT is designed to act not just as a network file server, but as a means of managing multiple workstations in such a way that all configuration information is stored on the server.  This means that whichever machine on a network a user chooses to log on, she should obtain the same service in terms of configuration, access to accounts and files within those accounts, software, Internet access and so on.  This assumes that all user information is actually kept on the server.  For speed of access, the operating system and standard software would normally be installed on each machine on the network.

The diagram above shows a single master domain model, where the master domain manages accounts, and the local (secondary) domains manage local resources.  More complex models are possible – e.g. with multiple master domains, each responsible for its own set of users, but which can interact with each other.

The Unix Operating System

History of Unix

This note is reprinted from an excellent book: Maurice J. Bach (1986), The Design of the Unix Operating System (Prentice Hall).  The book tells you a lot more about Unix than you need to know.

In 1965, Bell Telephone Laboratories joined an effort with the General Electric Company and Project MAC of the Massachusetts Institute of Technology to develop a new operating system called Multics.  The goals of the Multics system were to provide simultaneous computer access to a large community of users, to supply ample computation power and data storage, and to allow users to share their data easily, if desired.  Many people who later took part in the early development of the UNIX system participated in the Multics work at Bell Laboratories.  Although a primitive version of the Multics system was running on a GE 645 computer by 1969, it did not provide the general service computing for which it was intended, nor was it clear when its development goals would be met.  Consequently, Bell Laboratories ended its participation in the project.

With the end of their work on the Multics project, members of the Computing Science Research Centre at Bell Laboratories were left without a "convenient interactive computing service".  In an attempt to improve their programming environment, Ken Thompson, Dennis Ritchie, and others sketched a paper design of a file system that later evolved into an early version of the UNIX file system.  Thompson wrote programs that simulated the behaviour of the proposed file system and of programs in a demand-paging environment, and he even encoded a simple kernel for the GE 645 computer.  At the same time, he wrote a game program, "Space Travel," in Fortran for a GECOS system (the Honeywell 635), but the program was unsatisfactory because it was difficult to control the "space ship" and the program was expensive to run.  Thompson later found a little-used PDP-7 computer that provided good graphic display and cheap executing power.  Programming "Space Travel" for the PDP-7 enabled Thompson to learn about the machine, but its environment for program development required cross-assembly of the program on the GECOS machine and carrying paper tape for input to the PDP-7.  To create a better development environment, Thompson and Ritchie implemented their system design on the PDP-7, including an early version of the UNIX file system, the process subsystem, and a small set of utility programs.  Eventually, the new system no longer needed the GECOS system as a development environment but could support itself.  The new system was given the name UNIX, a pun on the name Multics coined by another member of the Computing Science Research Centre, Brian Kernighan.

Although this early version of the UNIX system held much promise, it could not realise its potential until it was used in a real project.  Thus, while providing a text processing system for the patent department at Bell Laboratories, the UNIX system was moved to a PDP-11 in 1971.  The system was characterised by its small size: 16K bytes for the system, 8K bytes for user programs, a disk of 512K bytes, and a limit of 64K bytes per file.  After its early success, Thompson set out to implement a Fortran compiler for the new system, but instead came up with the language B, influenced by BCPL.  B was an interpretative language with the performance drawbacks implied by such languages, so Ritchie developed it into one he called C, allowing generation of machine code, declaration of data types, and definition of data structures.  In 1973, the operating system was rewritten in C, an unheard of step at the time, but one that was to have tremendous impact on its acceptance among outside users.  The number of installations at Bell Laboratories grew to about 25, and a UNIX Systems Group was formed to provide internal support.

By 1977, the number of UNIX system sites had grown to about 500, of which 125 were in universities.  UNIX systems became popular in the operating telephone companies, providing a good environment for program development, network transaction operations services, and real-time services.  Licenses of UNIX systems were provided to commercial institutions as well as universities.  1977 also marked the year that the UNIX system was first "parted" to a non-PDP machine (that is, made to run on another machine with few or no changes), the Interdata 8/32.

With the growing popularity of microprocessors, other companies ported the UNIX system to new machines, but its simplicity and clarity tempted many developers to enhance it in their own way, resulting in several variants of the basic system.  In the period from 1977 to 1982, Bell Laboratories combined several AT&T variants into a single system, known commercially as UNIX System III.  Bell Laboratories later added several features to UNIX System III, calling the new product UNIX System V,
 and AT&T announced official support for System V in January 1983.  However, people at the University of California at Berkeley had developed a variant to the UNIX system, the most recent version of which is called 4.3 BSD for VAX machines, providing some new, interesting features.

By the beginning of 1984, there were about 100,000 UNIX system installations in the world, running on machines with a wide range of computing power from microprocessors to mainframes and on machines across different manufacturers' product lines.  No other operating system can make that claim.

Technical Synopsis

A J King (1981), Unix Time-Sharing System (Logica internal document)

Perhaps the best synopsis of the capabilities of UNIX is provided by the ACM prize-winning paper by Ritchie and Thompson:

"It offers a number of features seldom found even in larger operating systems, including:

i
A hierarchical file system incorporating demountable volumes.

ii
Compatible file, device and inter-process I/0.

iii
The ability to initiate asynchronous processes.

iv
System command language selectable on a per-user basis.

v
Over 100 subsystems including a dozen languages.

vi
High degree of portability".

Some of the major implementation characteristics of UNIX are:

i
It is almost exclusively programmed in the C language, as are the great majority of the applications programs.  The UNIX operating system contains only about 800 lines of assembly code.

ii
UNIX is a swapping system.  That is to say, all processes compete for memory and CPU resources, and are swapped in and out between backing store according to the whims of the scheduler.

iii
The system performance is optimised with respect to terminal response.  Even under heavy load, users at terminals will experience good interactive response.  There are documented cases of sixty terminal users being supported on a PDP-11/70.

iv
All input-output operations performed by user processes are synchronous in execution; the system caters for all buffering of data and optimises backing store transfers.

v
I/O devices - whether they be files, physical devices or data provided by another process ​have a uniform appearance.  There are no records, blocks, tracks or whatever, which are visible to a user program.  Files may be created, read, written and extended entirely dynamically.  No pre-allocation is required.

vi
Any program which requires simply to read one stream of data and/or write one stream of data, may be written such that it has no knowledge of where the data comes from or goes to.  The system takes care of all interface requirements for such programs.
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� On a single-processor system, which is still the norm although this is already changing.


� It has to be remembered that the initial design of Unix is over 20 years old!  Modern versions often incorporate some form of pre-emptive scheduling, especially for real-time systems.


� The first instance of a new development always uses the metaphors of the past.  For example, a network operating system as supplying a PC with an enormous filestore.  See also under Robots.


� In 1984 I bought a 10Mb hard disk for an Apple //e for £1,500!


� WindowsNT is far more reliable than Windows95/98


� Netware Loadable Modules


�What happened to System IV? An internal version of the system evolved into System V.
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