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BS3605 – Week 8 Notes
e-mail

This week we shall be dealing primarily with email, which is one of the oldest Internet applications.  Before we can get onto email proper, however, we must deal with addressing system by means of which the mail is delivered.

The material in this chapter is taken from Tanenbaum (Computer Networks 3rd edition) ch 7.

Internet Address Resolution

The Internet addressing scheme is based around Class A/B/C
 32-bit IP addresses (134.83.82.62).  This is useless for humans, who want the convenience of names such as brunel.ac.uk.  In order for the latter style of address to be usable, a mechanism of address resolution has been devised.
Domains
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Figure 1 – Domain hierarchy

All Internet naming is done using a hierarchical scheme, as shown opposite.  A given name designating a different domain can exist any number of times, so long as it appears in a different “branch”.  For example, ac might represent a domain embracing all the academic institutions within a given country – the UK in the case of ac.uk.  Originally, when the Internet was concentrated in the USA, generic names (com, edu etc.) were used, and still are within the US.  It is possible, however, for other institutions to have generic addresses – e.g. bt.com.

Resolving names
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Figure 2 – Name resolution

Name resolution proceeds in a number of stages – in this diagram the client on the left wishes to communicate with the client on the right.  There are two possible mechanisms – one in which each server passes on a request for a name for which it has no information, the other in which the request is rejected but the name of the most likely server is passed back to the originator.  Once a name equivalence has been established, it is cached locally for a given length of time (“time to live” in the next table) to speed up subsequent requests.

Resource Records

Local DNSs (Domain Name Servers) have a series of records such as those shown in the following extract.

\;  Authoritative   data   for   cs.vu.nl

Name
Time-to-live
Type
Class
Value

cs.vu.nl.
86400
IN
SOA
star boss (952771,7200,7200,2419200,86400)

cs.vu.nl.
86400
IN
TXT
"Faculteit Wiskunde en Informatica."

cs.vu.nl.
86400
IN
TXT
"Vrije Universiteit Amsterdam."

cs.vu.nl.
86400
IN
MX
1 zephyr.cs.vu.nl.

cs.vu.nl.
86400
IN
MX
2 top.cs.vu.nl.

flits.cs.vu.nl.
86400
IN
HINFO
Sun Unix

flits.cs.vu.nl.
86400
IN
A
130.37.16.112

flits.cs.vu.nl.
86400
IN
A
192.31.231.165

flits.cs.vu.nl.
86400
IN
MX
1 flits.cs.vu.nl.

flits.cs.vu.nl.
86400
IN
MX
2 zephyr.cs.vu.nl.

flits.cs.vu.nl.
86400
IN
MX
3 top.cs.vu.nl.

www.cs.vu.nl.
86400
IN
CNAME
star.cs.vu.nl

ftp.cs.vu.nl.
86400
IN
CNAME
zephyr.cs.vu.nl

rowboat

IN
A
130.37.56.201



IN
MX
1 rowboat



IN
MX
2 zephyr



IN
HINFO
Sun Unix

little-sister

IN
A
130.37.62.23



IN
HINFO
Mac MacOS

laserjet

IN
A
192.31.231.216



IN
HINFO
"HP Laserjet IIISi" Proprietary

Table 1 – Contents of a typical Domain Server
Markup Languages

The idea of a markup language is an old one, and dates all the way back to the first 64-character set UPPERCASE TERMINALS.  Essentially they allow additional contextual information to be encoded within a stream of ASCII text.  Examples include HTML (already mentioned), RTF (Rich Text Format) which allows WORD documents to be distributed as text, etc.

As an exercise, you should examine a WORD document RTF output.  How is this suited to e-mail transmission?

e-mail

Electronic mail as a concept has been around since the 70s.  Initially it comprised a simple file transfer mechanism, the first line of which contained the recipient’s address.

RFC 822 & X.400

There are currently two competing standards.  RFC821 and RFC822 represented respectively the original Internet standard and the OSI standard.  X400 has largely given way to RFC822, which specifies the message format; 821 specifies the transport protocol – note the similarity to HTML and HTPP which represent respectively the message format and the transport protocol for the WWW.

RFC822 specifies a number of header fields, including

To:
Email address(es) of primary recipient(s)

Cc:
Email address(es) of secondary recipient(s)

From:
Person who created the message

Sender:
Email address of actual sender

Users can then add their own fields – date, time, reply address etc.  There then follows the message body.

RFCs

RFCs are Request For Comment, and are one of the standard means by which standards are propagated on the Internet
Markup .  A useful web site to download the RFCs is http://sunsite.auc.dk/RFC/rfc.  As an exercise, try finding it with YAHOO or ALTE VISTA.

Other relevant RFCs in this context are: 1225 (Post Office Protocol) and 1521 (MIME).

Plain Text and MIME

The original specification worked for plain text only.  It was subsequently extended to allow for other character sets (still text), and files in a multiplicity of non-ASCII formats, and enshrined in MIME (Multipurpose Internet Mail Extensions), as specified in RFC 1521.  It is an extension of 822. An example is shown in Figure 3.

A Mime example

[image: image3.png]From: elinor@abc.com

To: carolyn@xyz.com

MIME-Version: 1.0

Message-Id: <0704760941.AA00747 @ abc.com>

Content-Type: multipart/alternative; boundary=qwertyuiopasdfghjkizxcvbnm
Subject: Earth orbits sun integral number of times

This is the preamble. The user agent ignores it. Have a nice day.

--gwertyuiopasdfghjklzxcvbnm
Content-Type: text/richtext

Happy birthday to you
Happy birthday to you
Happy birthday dear <bold> Carolyn </bold>
Happy birthday to you

--gwertyuiopasdfghjklzxcvbnm

Content-Type: message/external-body;
access-type="anon-ftp";
site="bicycle.abc.com";
directory="pub";
name="birthday.snd"

content-type: audio/basic
content-transfer-encoding: base64
--gwertyuiopasdfghjklzxcvbnm--

Fig. 7-46. A multipart message containing richtext and audio alternatives.

SMTP—Simple Mail Transfer Protocol




Figure 3 – Multipart message containing rich text & audio

SMTP

The protocols mentioned so far apply to the format of the message.  The transfer protocol specifies how the message is transmitted.

For a real examplen (mistakes and all):

loki.brunel.ac.uk% telnet mailhost.brunel.ac.uk 25

Trying 134.83.128.4...

Connected to ux-mailhost.brunel.ac.uk.

Escape character is '^]'.

220 aphrodite.brunel.ac.uk IC 122 PP 122 Here - Pleased to meet you (Complaints/

bugs to:  postmaster@brunel.ac.uk)

HELO aphrodite.brunel.ac.uk

250 aphrodite.brunel.ac.uk: You are bluffing - `loki.brunel.ac.uk` expected

helo loki.brunel.ac.uk

250 aphrodite.brunel.ac.uk: loki.brunel.ac.uk looks good to me

MAIL FROM:<dan@brunel.ac.uk>

550 Unknown local user 'dan'

MAIL FROM:<bustdch@brunel.ac.uk>

250 OK

DATA

503 No recipients have been specified.

RCPT TO:<dan.hamm@btinternet.com>

250 Recipient OK.

DATA

354 Enter Mail, end by a line with only '.'

From: dan@xyz.com

TO:dan.hamm@btinternet.com

Subject: Testing testing

Content-type:multipart/alternative; boundary=zzz

--zzz

Content-type: text

Hi

There

From

Me

--zzz

.

250 Submitted & queued (msg.05437-0)

QUIT

221 aphrodite.brunel.ac.uk says goodbye to loki.brunel.ac.uk at Tue Nov 23 12:04

:48.

Connection closed by foreign host.

250 OK

Figure 4 – Message delivered via SMTP

Base64 and other encodings

The basic problem with binary file transmission is that some binary characters (notably those with ASCII value < 32) are often regarded as “control characters” – that is, they are not transmitted unchanged.  The normal solution is to do a “3 into 4” conversion, where the 24 bits of a 3-byte message are split into 4 lots of 6 bytes (representing a range of 0..63) so that, by adding an offset, they all fall within the printed range.

Mail delivery

Mail finally has to be delivered to the correct user.

Protocols

Post Office Protocol

If the user is not directly logged onto the machine receiving the mail, then a remote mailbox facility is required.  The most basic protocol is POP3 (RFC 1225) which manages the “local” traffic between the mail host and user machine.  In our case, the local mail box address is mailhost.brunel.ac.uk.  You might try looking at ECS.CNF on your local machine to see what other information is hidden there!

IMAP

IMAP (RFC 1064) is more like a database than a simple retrieval system.  It allows mail to be retrieved from different machines, and allows sophisticated queries on mail (e.g. “all messages from Sam”).

Privacy

There is no universal protection/privacy scheme in operation at present so, for example, it would not be wise to send your credit card details when paying for goods by e-mail.  This is changing however – the banks and big stores obviously have a keen interest in this.

One system that has been around for some time is PGP (Pretty Good Privacy), which is based on public key encryption.

Exploring the Internet

Visit Web sites

Refer to Week 5 notes for a brief description of useful sites.

Download RFCs

Useful numbers are:

RFC 821
e-mail transmission protocol

RFC 822
e-mail message format

RFC 1341/1521/2045-6-7-8-9
MIME extensions to e-mail

RFC 1225
POP3 protocol

RFC 1700
Well known port numbers

RFC 1945/2068
HTTP

RFC 1980/1942/1867
HTML

Browse the Web

Try the following dialogue:

Telnet www.brunel.ac.uk 80
GET /home.html

Download HTML documents

Save HTML documents as files.  Examine the contents.  Read them offline.

Use FTP

Access, e.g., ftp.borland.com through Netscape.  Try it from ftp.  Examine how to download documents, both from within Netscape and from ftp itself.  What is happening?

� The different classes assign different numbers of bits to the 4 fields of the address – the whole always adding up to 32 bits.





Page 4/4

Page 3/4

